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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 184963 
ORIGIN SY-05 

INFO OCT-01 ISO-OO /006 R 

DRAFTED BY A/SY/DO WKLARSON:SKO 
APPROVED BY A/SY/DO JEROSETTI 
EUR/SOV M. HENDERSON (IN DRAFT) 

EUR/SOV D. GRIMES (IN DRAFT) 

RSO, MOSCOW J. TOLSON (IN DRAFT) 

016059 070329Z/13 

R 06131 1Z AUG 77 
FM SECSTATE WASHDC 
TO AMEMBASSY MOSCOW 

CONFIDENTIAL STATE 184963 

SY CHANNEL, FOR RSO FROM A/SY/OPS/DO 

E.O. 11652: GDS 

TAGS:ASEC, APOU, US, UR 

SUBJECT: MOSCOW AIR POUCHES OF JUNE 18 

REF: MOSCOW 10567 

1 . SY/OPS/DO INVESTIGATING WHO IN DEPT. SENT MATERIAL AND 
HOW IMPROPER TRANSMISSION OCCURRED. UNLESS SIGNIFICANT 
NEW LEADS DEVELOP, THIS OFFICE REQUESTS AND RSO TOLSON CON* 

CURS YOU CONCLUDE INVESTIGATION BY CABLING RESPONSE KEYED 
TO FOLLOWING ITEMS AS SOON AS POSSIBLE: 

A. ANY OBVIOUS INDICATION THAT BAGS OR SEALS OF JUNE 18 
POUCHES TAMPERED? 

B. ANY INDICATION THAT ANY HEAT SEALED PLASTIC BAGS OR 
ENVELOPED MATERIAL TAMPERED? 
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C. WERE JUNE 18 POUCHES EMPTIED MORE THAN ONE AT A TIME? 

D. IDENTIFY JUNE 18 AIR POUCH BAGS BY POUCH INVOICE 
NUMBER AND POUCH AS LIMITED OFFICIAL USE ANY OF NINE AIR 
POUCH BAGS STILL IN MOSCOW TO A/SY/OPS/DO FOR EXAMINATION. 
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E. WERE ANY CLASSIFIED OR UNCLASSIFIED POUCHES RECEIVED 
AT POST PRIOR TO JUNE 20 UNEMPTIED, OR MATERIAL CONTAINED 
THEREIN STILL NOT DISTRIBUTED? 

F. NAME EMBASSY COMMUNICATOR WHO CLAIMED FINDING UNEN- 
VELOPED MATERIAL IN ONE OF JUNE 18 UNCLASSIFIED POUCHES. 

G. WAS UNENVELOPED MATERIAL FOUND BANDED TOGETHER OR 
LOOSE? 

H. WERE JUNE 18 POUCH BAGS AND BAGGING AREA SEARCHED FOR 
EMPTY ENVELOPE(S) WHICH MIGHT HAVE CONTAINED MATERIAL? 

I. POUCH POST DAMAGE ASSESSMENT ON CLASSIFIED DOCUMENTS 
BELIEVED TO HAVE BEEN COMPROMISED IN JUNE 18 POUCHES. CHRISTOPHER 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channel Indicators: SY 

Current Classification: UNCLASSIFIED 

Concepts: POUCH SERVICES 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 06-Aug-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977STATE1 84963 

Document Source: CORE 

Document Unique ID: 00 

Drafter: SKO 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: n/a 
Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 2 

Legacy Key: Iink1977/newtext/t19770889/aaaacxfx.tel 

Line Count: 76 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE 

Message ID: 7bf05160-c288-dd11-92da-001cc4696bcc 
Office: ORIGIN SY 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: 77 MOSCOW 10567 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 14-Mar-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 1685013 
Secure: LOCK1 
Status: NATIVE 

Subject: MOSCOW AIR POUCHES OF JUNE 18 
TAGS: ASEC, UR 
To: MOSCOW 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/7bf051 60-c288-dd1 1 -92da-001 cc4696bcc 
Review Markings: 
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